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PRISM

PRIvacy-aware Secure Monitoring

Passive network monitoring is required for the operation and
maintenance of communication networks as well as to detect
frauds and attacks. Typically, raw packet-level traffic traces

are collected using suitable traffic probe devices and fed to
monitoring applications (IDSs, antivirus, etc..) for analysis, with
potential risks for the legitimate privacy rights of the custom-
ers. This projects aims to show that it is technically possible to
devise a privacy-preserving network monitoring system where
carefully designed data protection mechanisms can coexist
with suitably adapted monitoring applications.

The proposed approach is based on a two-tier system. A first
front-end tier of data protection mechanisms will be directly
enforced at the traffic probe devices. The front-end crypto-
graphic mechanisms will be controlled by a separate entity
(privacy-preserving controller). The collected (and already
protected) data will be delivered to a second back-end tier, which is implemented as
a privacy-enforcing middleware and provides an additional level of data protection
to enable privacy-preserving access and/or sharing of the acquired data to external
parties. By interacting with the privacy-preserving controller, the back-end provides
the capability of selectively removing data protection in specific cases (namely in
the presence of attacks, abuses and in general when reaction is needed) and on the
minimal amount of collected data necessary to enable such reactions.

The system will exploit standard-based protocols for data exporting, in order to
achieve interoperability. It will be designed from the beginning to comply with the
privacy regulation set forth at EU and regional levels: the back-end will express
privacy regulations into concrete rules in an ontology language. Ultimately, the
goal of the project is to set a new de-facto standard for privacy-preserving traffic
monitoring and deliver a tool that is guaranteed (and possibly certified) for legal
compliance.
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PRISM

PRIvacy-aware Secure Monitoring

Passives Monitoren von Kommunikationsnetzen ist fur den Betrieb, die Erhaltung
als auch zur Erkennung von Cyberattacken relevant. Typischerweise wird dabei die
Kommunikation der Benutzer abgehort und mit speziellen Tools (IDSes, Antivirus,
etc.) ausgewertet. Potentielles Risiko dabei ist, die Privatsphare der Benutzer zu
verletzen. Das PRISM Projekt mochte zeigen, dass es technisch moglich ist, ein Mo-
nitoringsystem zu betreiben, das die Privatsphare der Nutzer schitzt, ohne dabei
die oben genannten Funktionalitaten zu verlieren. Das System basiert auf einem
zweistufigen Verfahren, welches in der ersten Stufe eine Verschliisselung der Daten
direkt auf den Monitoringelementen vorsieht. Diese verschlisselten Daten werden
an die zweite Stufe gesendet, welche die anwendungsspezifische Verarbeitung
vornimmt. Ziel des Projekts ist es dabei einen neuen de-facto Standard fur solche
Monitoringsysteme zu entwickeln und ein Tool zur Verfligung zu stellen, welches
auch juristischen Anspriichen im Bereich Datenschutz genligt, moglicherweise mit
entsprechender Zertifizierung.
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